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OpenVMS



� Located in Nashua, NH (USA)
� 24+ years in business supporting OpenVMS
� An international reputation
� A leading provider of remote managed DBA services 

for the Rdb and DBMS databases
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for the Rdb and DBMS databases

� A leading provider of remote managed services for 
OpenVMS systems

� Proven track record
� Actively managing 100s of databases and dozens of 

systems and configurations

� Remote DBA service since 1995
(still supporting many of the same sites)
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OpenVMS



� Highly Reliable, Available, Secure

� VMS is extremely resilient

� Highly disaster tolerant

Security built in from the ground up
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� Security built in from the ground up

� Uptime often measured in years

� Hardware is equally reliable

These systems
^

never go down!



� Not what you are thinking…

� Failure is the inability to complete an expected task 

when required

� Not necessarily a system or database crash
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� Not necessarily a system or database crash

� Most failures are not the result of:

� VMS operating system errors

� Hardware errors (although storage may come close)

� Most failures result from “small” problems

� E.g. Application not “cleaning up”



� Most OpenVMS systems are mission or business 
critical

� Application availability is essential to keeping business 

processes running
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processes running

� Unplanned system or application downtime is usually 

a severe problem

� What is the impact to your business if your VMS 
application is not available?



� Many systems were put into service 15-20 years 
ago (1990s)

� The VMS experts have moved on, retired, or are 
no longer available
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no longer available

� Systems often receive a bare minimum of 
updates and maintenance

� Many systems sit in a corner and run.



It’s easy to become 
complacent…
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complacent…



� Has the reliability of OpenVMS made you 
complacent?

� Are you able to recognize and prevent a 
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� Are you able to recognize and prevent a 
problem before it happens?



� When something does go wrong

� Do you have everything you need to repair, recover, 

restart? (You need these things BEFORE the failure)

� Will you know for certain that everything has been 

(cont)(cont)
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� Will you know for certain that everything has been 

restored to the prior running state?

� Do you maintain historical data?

� Necessary to know what the system was like before a 
problem occurred



� Have you done everything you can to prevent a 
failure?

� It’s not just catastrophic incidents to worry about –

small things can lead to outages
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small things can lead to outages

� Can you quickly recover from a failure?

� Recover completely, quickly and confidently?

� With no loss of data?



Real World Example of 

“Everything I need to recover my 

system”
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system”



So – Do you have Peace of Mind?
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So – Do you have Peace of Mind?



� Something breaks, then

� Heroic actions may result in a fix, but…

� Higher possibility of some (or catastrophic) data loss

� Longer recovery (down) times
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� Longer recovery (down) times

� Resolving problems under pressure never optimal

� Solution probably not repeatable either

� Root Cause Analysis?

� May make change to avoid problem again

� Seldom is holistic approach taken to avoid all similar 
situations



� Goals should be:

� Avoid problems

� Zero unplanned down time

� Efficiently and confidently restore services 
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� Efficiently and confidently restore services 

� Prevent future occurrences

� Confidence in running system

� Proactive = Just Right!
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OpenVMS



� Proactive, not reactive

� Known baseline and history

� Consistent, Repeatable Processes
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� Reliable Notification and Problem tracking

� Holistic Fixes

� Maintains history and audit



� Critical to know what “normal” is

� Should keep track of:

� “Known Good” - This is the baseline

� “Last Known” – This is what was seen on the last look
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� “Last Known” – This is what was seen on the last look

� Important to know if things are continuing to change

� Ability to define “expected” values

� Ability to define “required” values



� Need to keep historical data
� Performance Data (T4, ECP/TDC, PAWZ, RMU 

statistics)

� Not just performance data

� Disk Space 
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� Disk Space 

� History of changes (prior state & time)

� Logical names

� Network configuration

� Mounted volumes

� SYSGEN parameter values



� Tools should be extensible 

� Don’t write a tool to do one job – try to create a tool 

that can do many jobs

� Example – “State Machine”
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� Example – “State Machine”

� Tool used to compare “Known Good”, “Last Seen” and 

“Current”

� Used to monitor logical names, security settings, 

device parameters, etc



� Use repeatable and consistent processes for 
monitoring the system and application

� Monitor for changes

� Watch trends
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� Watch trends

� Detect errors and failures

� Possible automatic correction

� Capture historical data

� Proactive is NOT “periodic login” to “review logs”



� High file version numbers

� Excessive number of files

� New, modified or missing 
shared system logical 

names

� Changes to network 
configurations

� New or modified queues

� Queue status (jobs stuck, 

queues stopped)
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names

� Startup log files

� Critical application log and 
event files

� Redundancy, availability of 
failover paths

queues stopped)

� System resource utilization

� Process states

� SYSGEN Parameters

� Critical Configuration files

� And hundreds more…



� Things that are not supposed to happen

� Things that should happen, but don’t

� Changes that need to be validated
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� Changes that need to be validated

� Thresholds exceeded

� Trends – possible problems coming



� Monitoring and notification should integrate 
with a persistent Trouble Ticket System

� Persistent does not mean “send e-mail” (aka “fire and 

forget”)
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forget”)

� Persistent means there is an ongoing tracking and 

accounting of progress to completion.

� And a historic reference

� Full accountability thru issue resolution.



� All incidents should be in a ticket

� Automatic creation/update/closure by tools

� Where appropriate, use a checklist to validate 

successful completion of scheduled tasks
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successful completion of scheduled tasks

� Report missing/late tasks

� Forces accountability – problems can’t be forgotten 

or ignored

� TT system is for more than just “problems” – also 

tracks tasks, changes, history, provides audit trail



� Notification should be automatic – directly from 
the tools

� Critical incidents - use phone systems

� Require acknowledgement, i.e. keeps calling until 
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� Require acknowledgement, i.e. keeps calling until 

someone answers/acknowledges

� All incidents – automatically create a Trouble 
Ticket 



� Holistic approach

� Immediate tasks
� Identify the problem

� Document and Track progress
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� Document and Track progress

� Fix

� Post incident task
� Root cause analysis

� Preventative changes

� Enhance monitoring



•Automated 
monitoring and control 
run on each system

Backend Systems 
(Message Server)
•Receive messages
•Monitor for expected 
messages

Average 20+ years 
experience 

Cell Phone

E-mail

Support 

Systems
Staff

Site specific 
Configuration data

Managed 

Systems
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run on each system
•24x7
•Monitoring messages 
sent to SCI

Implement and document 

fix or change

•Notify personnel as 
appropriate
•Create Trouble Tickets

Trouble Ticket System
•Enforce Accountability  
•Need to take action
•Reporting
•Track and warn stale tickets

Root Cause 
Analysis

Managed OpenVMS 
System



� Previous Slide: 

� This is what you should strive to build

� What business are you in?

� Focus on your business’s core competencies
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� Focus on your business’s core competencies



Brad McCusker

mccusker@sciinc.com
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Brad

www.sciinc.com



� Full Service: 
� SCI is responsible for all aspects of management or 

administration 

� Augmentation Service
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� Augment existing staff, provide 24x7 monitoring and 
coverage

� Solves the problem of finding, hiring and 
retaining quality VMS skills

� Our customers tell us we provide “Peace of 
Mind” for them and their VMS systems


